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You are part of your university environmental club, and management is considering
the installation solar panels on campus. Before making a decision, they ask you to
explain the following,

Significance of energy in daily life and the differences between renewable and non- 10
renewable energy sources. (5 marks)
b Components involved in making decision related to solar panels installation for
energy conservation. (5 marks)

Your city is implementing a Smart Water Management System to ensure efficient
distribution, reduce wastage, and support sustainable urban growth. As a student
researching smart city infrastructure, you have been asked to analyse and discuss
how the “energy acts as a catalyst” in powering and optimizing smart water
management systems and the role of “cohesion and efficiency” in ensuring seamless
operation and integration of the system with other smart city infrastructures.

10

You are a college student attending an interview for a cybersecurity analyst role.
The interviewer presents you with the following real-world situations and asks you
to identify the type of attack and explain how it works,
a. An attacker intercept your data on public Wi-Fi. (2)
b. Your antivirus fails to detect a hidden malware controlling and gaining 10
access of your device. (2)
¢. You try to close a pop-up but unknowingly approve a transaction. (2)
d. A CEO receives an urgent email from the CFO requesting a large fund
transfer. (2)
¢. An employee’s account gets locked after multiple failed login attempts. (2)
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fmagine vou receive an email Gom an unknown sender with an attachment. When
you download and apen the attachment, your computer starts hehaving ‘.lmn;'t."l)‘
and slows down stgniticantly You also notice that the files are rephicated. Identity
and detine the type ol attack which damaged your computer, (5 marks)

Assime you are o webserver administrator for an e-commerce platform - that
experiences a sudden surge in traffic, As a result, your webserver becomes
untesponsive, and customers are unable (o aceess your services, However, upon
vestigating you discover that the traffic is distributed and originating from
multiple sources simultancously. [dentify and define the attack, (5 marks)

You were born and raised in your native town, which the government is now
working to develop into a Smart City. As a college student familiar with both the
local challenges and smart city concepts, you have been asked to assist the

government by suggesting key dimensions and indicators that should be prioritized
for sustainable urban development,

Name your native town and explain the smart city dimensions (such as Smart
Infrastructure, Smart Governance, Smart Mobility, Smart Environment, etc.) and the

key indicators that would best support the transformation of your native town into a
Smart City?
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